
  ………………………………………………………………..….…………….. 

Please sign in & add your email only if: 

• This is your first RMUG session  
• Your email has changed   
• You have not been getting our emails 

And please silence your cell phone!! 

Welcome to RMUG 
Indian Ridge Mac Users Group
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How To Recognize A Phishing Email

"You can fool some of the people all of the time, and all 
of the people some of the time, but you cannot fool all of 

the people all of the time." – Abraham Lincoln 

Are you sure that 
email from UPS is 
actually from UPS? 

(Or Costco, BestBuy, 
or Amazon). 
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by conning you into providing your personal 
information or account data by pretending 
to be someone else. The Federal Trade 
Commission has a website to help you: 

    

  https://www.consumer.ftc.gov/articles/
how-recognize-and-avoid-phishing-scams 

 

Phishing is a 
way hackers 
attempt to 

steal your data
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Phishing emails today rarely begin with: 
"Salutations from the son of the 

deposed Prince of Nigeria..."  
and it's increasingly difficult to distinguish 
a fake email from a verified one. But, most 
have subtle hints of their scammy nature. 

Here are several email phishing examples to 
help you recognize a malicious email and 
maintain email security. And remember …

The old scams have been updated.

Always think before you click!
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1. Legit companies don’t request your 
sensitive information via email 

Chances are if you receive an unsolicited 
email from an unknown institution that 

provides a link or attachment and asks you 
to provide sensitive information, it’s a scam.
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2. Legit companies usually use your name.

Phishing emails use generic  
salutations such as “Dear 
customer” or avoid using 

one altogether. If a 
company you deal with did 
require information about 
your account, the email 

would call you by name and 
probably direct you to 
contact them via phone. 
The Hotels.com banner 

has been copied to fool us.  
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3. Legit companies have domain emails 

Don’t just check the name of the person 
sending you the email, it’s easy to fake. 
Check their email address by clicking your 

mouse over the ‘from’ address.

This is not from 
Warby Parker, the  

Eyewear firm!
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Make sure no alterations (like additional 
numbers or letters) have been made. Check 
out the difference between these two email 
addresses as an example of altered emails: 
michelle@paypal.com  vs. michelle@paypal23.com

I doubt I’d be getting any fresh Alaska 
seafood from this “phishing” company!

Or this one:
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Who is cbcbuilding.com?!?

Don’t click these links!
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4. Legitimate companies know how to spell!

Possibly the easiest way to recognize a scammy 
email is bad grammar. An email from a legitimate 

organization should be well written. Note the 
‘please fill this form’ and the ’17’ inserted randomly. 

Wrong email address

Not personalized

Bad grammar!

10

5. Legit companies don’t force you to a website 

Sometimes phishing emails are coded entirely 
as a hyperlink. Therefore, clicking anywhere 
in the email will open a fake web page, or 
could download spam onto your computer.

This certainly isn’t 
from the US Post 
Office! If you click 
anywhere in this 

email, it could lead 
you to big trouble!

gulfslipformpaving.com ?!?
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6. Legitimate companies don’t send 
you unsolicited attachments. 

Unsolicited emails with attachments reek of 
hackers. Authentic institutions don’t send you 

attachments, they direct you to download 
documents or files on their own website.

Wow, free money
from a bank!

Don’t click on it - 
remember, curiosity 

killed the cat!
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7. Legit company links use legitimate URLs

Double check URLs (web addresses). A spammer 
can create a PDF and label his text ‘nokia.com' 

but if the link isn't identical to the URL displayed 
as the cursor hovers over the link, it's a phony. 
If a hyperlink’s URL doesn’t seem correct, or 
match the context of the email, don’t trust it.

Looks like legit email from Nokia!

‘Cut & Paste’ logo artwork
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A neighbor called 
me about this 

email. I told her it 
was Spam and to 

just delete it. 
Why?

1) Bad email address.
2) Doesn’t make sense 
or pass the ‘smell test.
3) Artwork is fuzzy.
4) Spelling & Grammer 
errors.
5) Not personalized.

The real scary part - 
the whole email is a 
PDF. A click anywhere 
takes you to a very 
bad website!

Fuzzy Artwork

iOS uses Safari, not Firefox!

‘prove’  not  ‘proof’

A phony email
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There’s no such thing as a free lunch!

Free (or $1-5) weather apps stay in business 
by selling your personal information, location 

history and other data to advertisers. 
A 2018 New York Times analysis found that 40 
companies received precise location data from 
the iOS app WeatherBug. 120 weather apps 
get their weather data from Russia or China. 
Instead use your iPhone’s preinstalled weather 
app. It doesn’t pose much of an extra risk as 

Apple already has all your information!
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Avoid fraud by using encrypted 
websites in Safari on Mac

When you visit encrypted webpages - for instance, 
to do online banking - Safari checks if the website’s 
certificate is legitimate, displaying a padlock in the 
Smart Search Field (green type is better than blue).

If it’s not, Safari displays a “Not Secure” 
message in the Search Field. If so, close the 

webpage immediately and do not proceed.16



Never Give Out Personal Information

Never share personal or financially sensitive 
information over the Internet or call the 800 
number their email supplies. When in doubt, 
visit the official website of the company in 
question, get their phone number and give 
them a call or send them an email directly.

17

These con artists have no shame, they 
are now targeting us with scary warnings 
about the conoravirus - Don’t fall for it!

Don’t click!!

18

Security. Built Right In. 
Don’t worry - Apple has your back!

Apple designs Mac and iPhone/iPad hardware 
and software with advanced technologies 

that work together to run apps more 
securely, protect your data, and help keep 

you safe on the web. 

Read more at: 
  

https://www.apple.com/macos/security
19

Next month, Doug Cairns will be 
highlighting his favorite iPhone Apps,  

Meanwhile, here is one of mine.
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The myQ app allows you to easily open, 
close or check the status of your garage 
doors from anywhere using your iPhone or 

iWatch. Rated 4.8 (out of 5) in the App Store.21

As you can see, it does a lot  
and the App itself is free.  

Works with all major garage door 
openers made since 1993.  
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If your opener is not WiFi compatible (most 
aren’t), you’ll need a Smart Garage Hub. 
Available from Amazon or Best Buy for 
$38 plus $25 for your second door.
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Worried about doing it yourself? 
Amazon’s Professional Installation 
or Best Buy’s Geek Squad are both 

available locally. $90 - $125.
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Or get a whole new 
WiFi ready garage 

door opener to replace 
your 20 year old 
model. Buy from 

Amazon, Costco or 
from a local sales & 

installation firm. From 
$350-$500 installed. 
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Informed Delivery from USPS
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An example of 
my daily email 
alerts from 

USPS.
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Apple now says it’s OK to use a 70% isopropyl 
alcohol wipe or Clorox disinfecting wipes on 
the surface of your Apple products. Good 
news as viruses can live on metal, glass or 
plastic from two hours up to nine days.
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Recipe Keeper App
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Questions,  Comments ??? 
Visit: rmug.weebly.com 

to download this slideshow
Next meeting - Thurs. April 14th  2:00PM
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